
CreatorSense Trace

EVIDENCE BRIEF

Sample Creator
Leaked copy of: Sample PPV drop

Trace case TR-7F3C2A10

Case at a glance

Finding Delivered to watermark ID 42 (roster label fan_42) on Fansly

Confidence checks Passed

Leaked copy found at https://leak.example/watch/123

Exhibits EX-01 to EX-08, each with a SHA-256 fingerprint

Version eSafety and regulator pack

Prepared 8 November 2026, 11:00am AEDT

In this pack

- Covering sheet and itemised contents

- Parties and roles, and a statement of facts

- Statement of analysis: how the copy was read and what the checks found

- One page per exhibit, an exhibits register and a custody log

- What to do next

- DMCA notice draft for the rights holder to send

- eSafety image-based abuse checklist

Prepared by - CreatorSense Trace (automated analysis)
Confidential. Not legal advice. CreatorSense does not file takedowns: the rights holder decides what to send and to whom.



CreatorSense Trace

EVIDENCE PACK COVERING SHEET

TR-7F3C2A10
Received by

Date received

Reviewed by (sign)

Date reviewed

Comments

Rights holder: Sample Creator

Matter: Sample PPV drop

Leak location: https://leak.example/watch/123

Source platform: Fansly

Delivery account: Watermark ID 42 (roster label fan_42)

Pack version: eSafety and regulator pack

Case ID: 7f3c2a10-5b4e-4c1d-9a8b-0c1d2e3f4a5b

Prepared by: CreatorSense Trace (automated analysis)

Software: CreatorSense Trace / wm-service

Generated: 8 November 2026, 11:00am AEDT (2026-11-08 00:00:00 UTC) - Australia/Sydney

Classification: Confidential - rights holder, their lawyer and agencies they choose

Date provided:

Method provided:

Not legal advice. This brief is a forensic attribution export prepared by CreatorSense Trace to assist the rights holder. CreatorSense does not 
file takedowns, sign notices as a DMCA agent, or act as complainant unless separately retained and authorised.

Prepared to assist a report by the rights holder. CreatorSense is not the complainant unless separately retained and authorised. This pack is not 
an official document of any agency and it does not allege any offence.
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CreatorSense Trace

EVIDENCE PACK COVERING SHEET

INCLUSIONS:

Included in this pack

Copy of evidence pack (itemised contents attached) ☒

Statement of facts ☒

Statement of analysis ☒

Decode result and next steps ☒

Exhibits register and exhibits ☒

Chain of custody log ☒

Leak page capture (WARC) ☐

Trusted timestamp (RFC 3161) ☐

DMCA notice draft ☒

Platform report letters ☒

eSafety checklist ☒

Notes for counsel ☐

To be verified by recipient
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CreatorSense Trace

CONTENTS OF EVIDENCE PACK

Rights holder: Sample Creator

Matter: Sample PPV drop

Case: Trace case TR-7F3C2A10

Pack items

No. Item Page Verified

1 A. Covering sheet 2
2 B. Contents of evidence pack 4
3 C. Parties and roles 5
4 D. Statement of facts 6
5 E. Statement of analysis (analyst method) 7
6 F. Exhibits register 9
7 Exhibit EX-01 - Leak page capture (WARC) - not captured 10
8 Exhibit EX-02 - Machine decode bundle (evidence.json) 11
9 Exhibit EX-03 - Watermark decode / gate result sheet (this brief, Section H) 12
10 Exhibit EX-04 - Delivery / vault trail extract 13
11 Exhibit EX-05 - Evidence anchors / local salted hash-chain export 14
12 Exhibit EX-06 - Platform support letter(s) / pack 15
13 Exhibit EX-07 - DMCA notice draft (creator to send) 16
14 Exhibit EX-08 - MANIFEST + evidence pack ZIP SHA-256 (+ optional TSA) 17
15 H. Watermark decode result and next steps 18
16 I. Chain of custody log 19
17 J. Appendix A - DMCA notice draft 22
18 K. Appendix B - Platform and host reports 23
19 L. Appendix C - Glossary 24
20 M. Appendix D - Limitations and non-claims 25

Page numbers are the page numbers at the foot of each page. The Verified column is for the recipient.
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CreatorSense Trace

PARTIES AND ROLES

Rights holder: Sample Creator

Matter: Sample PPV drop

Issues:

- A copy of Sample PPV drop was found at leak.example.

- Which delivery account that copy was delivered to, read from its forensic watermark.

Parties

No. Name / identifier Role in this case

1 Sample Creator Creator / rights holder. Rights holder. Owns the work and sent each 
buyer a marked copy.

2 Watermark ID 42; roster label: fan_42 Buyer / subscriber delivery account. The delivery account the leaked 
copy was delivered to. Account level only: this is not a legal name.

3 Fansly Source platform. Platform where the marked copy was sold or 
delivered.

4 CreatorSense Trace analyst CreatorSense Trace (analyst / system). Automated forensic analysis. 
See the Statement of analysis.

5 leak.example Hosting / leak site. Site where the leaked copy was found.

6 Cloudflare / CDN / Google Search / registrar (as 
applicable)

Intermediaries (optional). Intermediaries that may receive a report (as 
applicable).

Prepared by: CreatorSense Trace (automated analysis)

Role: Forensic watermark decode and evidence export

Date: 8 November 2026

Recipient acknowledgement

Signed:

Name (print):

Date:
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CreatorSense Trace

STATEMENT OF FACTS

Rights holder: Sample Creator

Matter: Sample PPV drop

Case: Trace case TR-7F3C2A10

Leak location: https://leak.example/watch/123

Case opened: 10 August 2026, 10:00am AEST

FACTS

1. Sample Creator is the rights holder for Sample PPV drop and sells it to buyers on Fansly. Each buyer is sent 
their own copy carrying an invisible forensic watermark. CreatorSense Trace records which delivery account 
each marked copy was delivered to.

2. On 10 August 2026, 10:00am AEST the rights holder submitted a leaked copy found at 
https://leak.example/watch/123 to Trace.

3. Trace attempted to capture the leak page (Exhibit EX-01). It was not captured: capture unavailable.

4. Trace decoded the watermark in the leaked copy and ran its confidence checks. The checks passed.

5. Subject to the confidence checks described in the Statement of analysis, forensic decode of the 
suspect file shows which account the leaked copy was delivered to, namely the delivery account 
associated with watermark ID 42 / roster label fan_42 on Fansly.

6. This pack was generated on 8 November 2026, 11:00am AEDT. The chronology below lists each recorded 
event.

CHRONOLOGY

Date / time Event By Notes

10 August 2026, 10:00am 
AEST

leak submitted creator Case 7f3c2a10-5b4e-4c1d-9a8b-0c1d2e3f4a5b 
opened; source=https://leak.example/watch/123

10 August 2026, 10:00am 
AEST

decoded CreatorSense Trace Forensic decode of suspect media

10 August 2026, 10:00am 
AEST

gated CreatorSense Trace Accusation gate: passed=True; reason=ok

8 November 2026, 11:00am 
AEDT

exported CreatorSense Trace Evidence pack export (eSafety and regulator pack)

Trace case TR-7F3C2A10 - eSafety and regulators Page 6 of 25
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CONFIDENTIAL: EVIDENCE
CreatorSense Trace TR-S1

STATEMENT OF ANALYSIS

In the matter of: Sample Creator - Sample PPV drop

Prepared at: CreatorSense Trace (online)

Date: 8 November 2026

Name: CreatorSense Trace analyst

Role: Automated forensic analysis

Unit: CreatorSense Trace / wm-service

STATES:

1. This statement was generated by the CreatorSense Trace automated analysis pipeline for Trace case TR-
7F3C2A10. It is a system record, not a sworn statement. A person who adopts it for use in proceedings should 
sign the reviewer block at the end; their paramount duty is to the court, not to the party who retains them.

2. Software used: CreatorSense Trace wm-service. The model backends used for this case are recorded in 
evidence.json (Exhibit EX-02).

3. Method. Before delivery, each buyer's copy is given an invisible forensic watermark, and Trace records the 
delivery account that copy was sent to. To analyse a leaked copy, Trace reads the watermark and compares it 
with those delivery records.

4. Confidence checks. Trace only shows a delivery account when a valid candidate ID is read, the detection 
margin clears the minimum, the candidate is on the rights holder's delivery roster, and independent windows 
of the file agree. If any check fails, no account is shown.

5. Results of the checks for this case: passed = yes; reason = ok; margin = 4.2; minimum margin = 2.0; window 
agreement (soft ratio) = 0.81.

6. Subject to the confidence checks described in the Statement of analysis, forensic decode of the 
suspect file shows which account the leaked copy was delivered to, namely the delivery account 
associated with watermark ID 42 / roster label fan_42 on Fansly.

7. This does not: identify a legal person; prove who uploaded or shared the file; prove that only one person used 
the account; prove the mark cannot be removed or attacked; or constitute a takedown or legal filing by 
CreatorSense.

8. Assumptions: the rights holder owns the work; the delivery roster is correct; the submitted file is the leaked 
copy under analysis.

9. Limitations: strong re-encoding or deliberate attacks can damage a watermark; accounts can be shared, sold 
or hacked, so an account is not the same as one person; Trace does not hold platform identity records.

10. Exhibits relied on: EX-01, EX-02, EX-03, EX-04, EX-05, EX-06, EX-07, EX-08 (see the Exhibits register).

Reviewer (if adopted):

_______________________________

Signature

Generated by:

CreatorSense Trace

Automated analysis pipeline
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_______________________________

Name

_______________________________

Role / qualifications

_______________________________

Date

8 November 2026, 11:00am AEDT

System record - not signed

CONFIDENTIAL: EVIDENCE
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CreatorSense Trace

EXHIBITS REGISTER

Matter: Sample PPV drop

Case: Trace case TR-7F3C2A10

Exhibits

No. Description Captured / generated Method SHA-256 (short) Page

EX-01 Leak page capture (WARC) - not 
captured

8 November 2026, 
11:00am AEDT

warc (pending) 10

EX-02 Machine decode bundle (evidence.json) 10 August 2026, 
10:00am AEST

system export 7ddd0991c4...c8aca7 11

EX-03 Watermark decode / gate result sheet 
(this brief, Section H)

8 November 2026, 
11:00am AEDT

system export (see brief.pdf) 12

EX-04 Delivery / vault trail extract 10 August 2026, 
10:00am AEST

system export e21b48206b...ef1339 13

EX-05 Evidence anchors / local salted hash-
chain export

10 August 2026, 
10:00am AEST

system export 888ed2217a...768766 14

EX-06 Platform support letter(s) / pack 8 November 2026, 
11:00am AEDT

system export b5a4c6dc5c...82740a 15

EX-07 DMCA notice draft (creator to send) 8 November 2026, 
11:00am AEDT

system export 6e8d157b4f...d54d24 16

EX-08 MANIFEST + evidence pack ZIP SHA-
256 (+ optional TSA)

8 November 2026, 
11:00am AEDT

system export cccccccccc...cccccc 17

Full SHA-256 fingerprints are on each exhibit page and in MANIFEST.sha256. A file is unchanged if its fingerprint matches.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-01

Leak page capture (WARC) - not captured

Field Value

Filename (pending warc capture)

Location in pack Not in pack

SHA-256 (pending)

Captured / generated 8 November 2026, 11:00am AEDT (2026-11-08 00:00:00 UTC)

Capture method warc

Source URL https://leak.example/watch/123

Redaction No

Notes WARC capture unavailable

The leak page could not be captured for this pack. The URL is recorded above.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-02

Machine decode bundle (evidence.json)

Field Value

Filename evidence.json

Location in pack evidence.json

SHA-256 7ddd0991c4d6b991 b795e1332b995af6 1053f405b34dd908 c31d483d26c8aca7

Captured / generated 10 August 2026, 10:00am AEST (2026-08-10 00:00:00 UTC)

Capture method system export

Redaction No

Notes Decode results, gate, custody list, extras

Machine-readable decode results, confidence checks and custody list. Use it to re-check the figures in the Statement of 
analysis.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-03

Watermark decode / gate result sheet (this brief, Section H)

Field Value

Filename brief.pdf#decode-result

Location in pack brief.pdf (this document)

SHA-256 (see brief.pdf)

Captured / generated 8 November 2026, 11:00am AEDT (2026-11-08 00:00:00 UTC)

Capture method system export

Redaction No

Notes Human-readable finding with mandatory safe wording

See the Decode result and next steps in this brief.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-04

Delivery / vault trail extract

Field Value

Filename vault_delivery_trail.json

Location in pack vault_delivery_trail.json

SHA-256 e21b48206b474017 3e9ba370a6351351 357598e975684ef7 5e3c0919ecef1339

Captured / generated 10 August 2026, 10:00am AEST (2026-08-10 00:00:00 UTC)

Capture method system export

Redaction No

Notes issued + redeemed

Held in the pack under the filename above.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-05

Evidence anchors / local salted hash-chain export

Field Value

Filename evidence_anchors.json

Location in pack evidence_anchors.json

SHA-256 888ed2217a6d940f 3118a33a7c1c1bd4 714e8cae8b318ec0 9c507d3b62768766

Captured / generated 10 August 2026, 10:00am AEST (2026-08-10 00:00:00 UTC)

Capture method system export

Redaction No

Notes 2 row(s)

Held in the pack under the filename above.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-06

Platform support letter(s) / pack

Field Value

Filename platform_support.md

Location in pack platform_support.md

SHA-256 b5a4c6dc5cf7803d 5dd87315cb90c986 4666b4019b800182 cec854ead882740a

Captured / generated 8 November 2026, 11:00am AEDT (2026-11-08 00:00:00 UTC)

Capture method system export

Redaction No

Summarised at Appendix B; the letters are in the pack.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-07

DMCA notice draft (creator to send)

Field Value

Filename dmca_notice.md

Location in pack dmca_notice.md

SHA-256 6e8d157b4fd117c5 1e4a7831236a0a32 6c2ce871515373cd fbce3609cbd54d24

Captured / generated 8 November 2026, 11:00am AEDT (2026-11-08 00:00:00 UTC)

Capture method system export

Redaction No

Notes CreatorSense does not file takedowns

Printed in full at Appendix A.
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CreatorSense Trace evidence record - case TR-7F3C2A10

EXHIBIT EX-08

MANIFEST + evidence pack ZIP SHA-256 (+ optional TSA)

Field Value

Filename MANIFEST.sha256

Location in pack MANIFEST.sha256

SHA-256 cccccccccccccccc cccccccccccccccc cccccccccccccccc cccccccccccccccc

Captured / generated 8 November 2026, 11:00am AEDT (2026-11-08 00:00:00 UTC)

Capture method system export

Redaction No

Notes RFC 3161 timestamp not requested for this brief render

Lists the SHA-256 fingerprint of every file in the pack. If a fingerprint does not match, that file has changed since export.
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CreatorSense Trace

DECODE RESULT AND NEXT STEPS

Matter: Sample PPV drop

Case: Trace case TR-7F3C2A10

Source platform: Fansly

Decoded: 10 August 2026, 10:00am AEST

FINDING

Subject to the confidence checks described in the Statement of analysis, forensic decode of the suspect 
file shows which account the leaked copy was delivered to, namely the delivery account associated with 
watermark ID 42 / roster label fan_42 on Fansly.

This does not: identify a legal person; prove who uploaded or shared the file; prove that only one person used the account; 
prove the mark cannot be removed or attacked; or constitute a takedown or legal filing by CreatorSense.

Confidence checks

Check Result

Checks passed Yes

Reason ok

Watermark ID 42

Roster label fan_42

Detection margin 4.2

Minimum margin 2.0

Window agreement (soft ratio) 0.81

Roster membership Required before any account is shown

WHAT TO DO NEXT

1. Stop sending new content to the delivery account shown, and block it on Fansly.

2. Report that account to Fansly using the platform letter (Appendix B) with this brief attached. The platform 
decides what action to take.

3. To get the copy removed, check and send the DMCA notice draft (Appendix A) to the host and to Google 
Search, or pass this pack to your takedown service.

4. If the content is intimate and there is an Australian link, the person depicted can report it to eSafety. Use the 
checklist in Appendix B.

5. Keep the pack exactly as downloaded. Anyone can check that no file has changed at 
creatorsenseai.com/verify.html.
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CreatorSense Trace

CHAIN OF CUSTODY LOG

Each time a file was acquired, fingerprinted, analysed or exported, Trace recorded it below. Trace attests to its own records; 
identity records are held by the platform.

Date / time By Action SHA-256 Notes

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin
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Date / time By Action SHA-256 Notes

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin
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Date / time By Action SHA-256 Notes

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

10 August 2026, 
10:00am AEST

ingest acquire aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa 
aaaaaaaaaaaaaaaa

suspect.bin

8 November 2026, 
11:00am AEDT

CreatorSense 
Trace

export brief cccccccccccccccc 
cccccccccccccccc 
cccccccccccccccc 
cccccccccccccccc

Brief PDF + ZIP assembled 
(eSafety and regulator pack)

Trace case TR-7F3C2A10 - eSafety and regulators Page 21 of 25
Not legal advice. CreatorSense does not file takedowns.



CreatorSense Trace

APPENDIX A - DMCA NOTICE DRAFT

CreatorSense does not file takedowns. This draft is for the rights holder, or someone they authorise, to check and send. The 
ownership statement must be confirmed by the rights holder before use.

DMCA notice draft

Trace is not a DMCA agent.
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CreatorSense Trace

APPENDIX B - PLATFORM AND HOST REPORTS

Where to report

Where How

OnlyFans / Fansly / LoyalFans With your OK on the case, CreatorSense emails the account notice and this brief to the platform. 
Or send the letters in platform_support.md yourself.

Google Search Copyright removal form (support.google.com/legal/answer/4558836). Needs every DMCA 
element and the exact URLs.

Cloudflare abuse.cloudflare.com - Copyright/DMCA or NCSEI. Cloudflare often passes reports to the origin 
host; do not assume it hosts the file.

Hosting provider Use the abuse contact for the host (RDAP / WHOIS). Include the exact URLs and the DMCA 
notice.

PLATFORM TERMS THAT APPLY

A paid copy was shared outside the platform it was sold on. The platform's own terms prohibit that and allow it to suspend or 
close the account. Quoted from the published documents as read on 8 November 2026; check the link for the current version.

Document Section What it says

OnlyFans Acceptable Use Policy 
(September 2025)
https://onlyfans.com/acceptable-use-
policy

Do not use OnlyFans in any 
manner that features or 
facilitates

“Copying content including scraping, downloading, sharing, or 
gathering information from OnlyFans or any Creator for any reason.”
Sharing a creator's content outside OnlyFans is prohibited. The 
policy says any breach may result in deactivation of the account.

OnlyFans Contract between Fan and 
Creator (October 2026)
https://onlyfans.com/contract

Licence of Content; Expiry of 
licence

“for a Fan’s own private, personal, non-promotional and non-
commercial use”
The buyer's licence is non-transferable, non-sublicensable and 
revocable, and expires automatically if they breach the Terms of 
Service.

OnlyFans Terms of Service (October 
2026)
https://onlyfans.com/terms

Circumstances in which we 
may suspend or delete your 
account

“we think you have or may have breached the Terms of Service”
OnlyFans may suspend or delete the account, without warning, while 
it reviews the facts.

eSafety image-based abuse checklist

Copyright (DMCA) and eSafety image-based abuse are different routes. Use this only where the rights holder chooses to, and 
the content qualifies.

  The content is an intimate image or video of the person depicted☐

  Australian link: the person depicted, or the person who shared it, ordinarily lives in Australia☐

  The exact URLs are listed (see the exhibits register)☐

  Earlier reports to platforms are noted, with dates☐

  Any threat to share is recorded☐

  The person depicted, or their authorised representative, will make the report☐

Report online at esafety.gov.au (image-based abuse).

Platform support pack (excerpt)

Platform support

CreatorSense does not file takedowns.
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CreatorSense Trace

APPENDIX C - GLOSSARY

Term Meaning

Watermark ID The ID read from a marked copy. It joins the copy to the delivery account it was sent to.

Confidence checks The tests Trace runs before showing any account: valid ID, margin, roster membership and window 
agreement. Trace never invents an ID.

Roster The rights holder's list of delivery accounts, used for the membership check.

SHA-256 A fingerprint of a file. If the fingerprint matches, the file has not changed since it was fingerprinted.

WARC Web archive file (ISO 28500) holding a captured web page.

RFC 3161 timestamp A token from an independent timestamp service showing a fingerprint existed at a given time.

CMI Copyright management information (17 U.S.C. s1202). Trace does not claim its watermark is CMI.

NCII Non-consensual intimate imagery. Share the redacted card, not the full one, where you can.
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CreatorSense Trace

APPENDIX D - LIMITATIONS AND NON-CLAIMS

1. CreatorSense does not file takedowns, monitor compliance, or act as a DMCA agent.

2. Trace shows which account the leaked copy was delivered to. It does not identify a legal person.

3. Trace does not claim its watermarks cannot be removed, and it does not show who uploaded the file.

4. Trace does not use platform identity (KYC) records and does not invent identities.

5. Accounts can be shared, sold or hacked, so an account is not the same as one person.

6. A SHA-256 fingerprint shows a file is unchanged after fingerprinting. RFC 3161 tokens are attached when the 
timestamp service responds.

7. Trace tries to capture the leak page when a URL is given; failures are noted in the pack.

8. This pack helps the rights holder report a leak. No outcome, criminal or civil, is promised.

9. Not legal advice.

Trace case TR-7F3C2A10 - eSafety and regulators Page 25 of 25
Not legal advice. CreatorSense does not file takedowns.


